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Clinical and Translational Framework



Medical device technology 

• The whole global medical technology 
industry’s market size stands at some 400 
billion U.S. dollars. Established centers of this 
industry include the United States and 
Western Europe.

• Industry trends show that Asia and first of all 
China, are about to play a more prominent 
role in the years to come.

https://www.statista.com/statistics/325809/worldwide-medical-technology-revenue/


U.S. implantable medical devices  
product segmentation
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Medical device lifecycle



Device safety concerns

• Implants made of chromium and nickel may 
be susceptible to corrosion and may give rise 
to cancers 

• Cobalt alloy is may pose risks to human health 
due to in vivo ion release, and polyethylene 
can potentially lead to conditions such as 
localized tissue ruptures and bone lysis

• Patients inclining towards substitutes



What to ask

• Should I get knee surgery?
• What should I choose?
• What is the benefit?
• What is the risk? 
• Who will do the surgery?
• How much pain?
• How have people like me fared after surgery?
• Who can I talk to?
• Where do I find the information?
• How much time do I have to decide?



but..….



Where to look for information?

https://www.youtube.com/watch?v=FwC
doQUxbUk

https://twitter.com/twitter/statuses/9740937991851
58144

friends, 
family

Look for 
data?

https://www.youtube.com/watch?v=FwCdoQUxbUk
https://twitter.com/twitter/statuses/974093799185158144


Data are of different types

• EMR, HR software
• Different departments Radiology, Pharmacy
• Different format: text, numeric, paper, digital, 

pictures, videos, multimedia, etc
• Structured and unstructured
• Difficult to differentiate between procedure and 

device
• Health care data is an amalgam complex 

individual systems, captured in disparate 
applications



Data are in different places
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Inconsistent definitions

• Inconsistent views of the treatment by 
different health care providers

• Science underlying treatments constantly 
evolving

• Need to create order out of chaos 

• Sophisticated tools are needed to transform it 
into usable form



Outcomes depend on

Biological/demographic factors

Work-related conditions

Psychosocial, and medical factors

Patients’ expectations

NEED a Data network that 
engages patients and other 
stakeholders, 

Develop methods and 
prioritize need



We need to create data linearization

• Optimized for clinical 
decision support

• Payment decision 
support

• Public health 

program support 

• Based on active 
surveillance



Engage patients in data assessment



Engage patients to inform data

• Elicit and analyze patient preferences

• Conjoint methods apply a set of rules in determining 
the experimental design

• Other challenges can arise 

• Misspecification can arise in the form of an omitted 
conditioning variable; inappropriate functional form;  
violation of the independence of irrelevant alternatives 
assumption; failure to adjust for endogenous 
covariates; or for correlations

• Challenge of specifying, testing, and drawing correct 
inference from the model results



Conjoint analysis and 
discrete choice modeling

• to determine what combination of a limited number of 
attributes is most influential on the patient’s choice or 
decision making 

• a controlled set of potential options is offered and by 
analyzing how they make preferences between these 
products, the implicit valuation of the individual elements 
can be determined.

• these implicit valuations (utilities) can be used to create 
models that estimate affinities and utilization

• the increasing use of advanced multivariable models like 
mixed logit and hierarchical Bayes regression models leads 
to more reliable inference using stated choice data



Stated patient preferences



Revealed patient preferences

ARE OUT!

PATIENTS WANT



Sentiment vs text analytics

• Text analytics is the process of analyzing unstructured text, 
extracting relevant information, and transforming it into 
useful business intelligence. It studies the face value of the 
words, including the grammar and the relationships among 
the words. Text analytics gives you the meaning. 

• Sentiment analysis determines if an expression is positive, 
negative, or neutral, and to what degree – from blog posts, 
reviews, news articles and social media feeds like tweets 
and status updates. Sentiment analysis gives you insight 
into the emotion behind the words.

https://www.clarabridge.com/text-analytics/
https://www.clarabridge.com/sentiment-analysis/


Social media analytics SMA

• WHY: Understanding patients’ experience, what issues they face, 
and getting to know patients' views

• WHAT: Learn from patients: in many cases, patients may have 
effective solutions; they post their findings in forums, which can 
help others with information they need to know.

• GOAL: Improve Products and Services. There are countless tweets, 
blogs, comments and complaints regarding products. This huge 
volume of information contains patient sentiments that can be used 
to evaluate their experience with a particular product or service. 

• This information can then be used to help other patients and help 
with product improvement



Digital data-mining platform 

• A digital listening platform designed to automatically 
collect and categorize social media information about 
safety events and experiences 

• Using Amazon Web Services cloud technology, which 
takes in publicly available posts from Twitter and 
Facebook, other

• First filtered to focus on those that refer to both 
medical products and adverse events

• Data are mapped to standard medical product and 
adverse event dictionaries, where they are analyzed to 
identify potential safety adverse events



Data homes: database

• A database is one designed to make transactional 
systems run efficiently– typically, this is an OLTP 
(online transaction processing) database

• An electronic health record (EHR) system is an 
example of an application that runs on an OLTP 
database. An OLTP database is typically constrained 
to a single application

• BUT a transactional database doesn’t lend itself to 
analytics



Data homes: data warehouse

• A data warehouse is a database of a different kind: 
an OLAP (online analytical processing) database

• A data warehouse exists as a layer on top of another 
database or databases (usually OLTP databases)

• It  takes the data from all these databases and 
creates a layer optimized for and dedicated to 
analytics



RWE a reality:
Data interoperability 

Making RWE a reality requires successfully 
implementing many complex steps, such as 

– Ensuring interoperability between different 
electronic data sources

– Collecting the necessary information during the 
normal course of routine clinical care across the 
country

– Enabling financial and material cooperation 
between health care facilities, industry, and 
government



All in the MDEpiNet Ecosystem
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TMJ Patient-Led RoundTable Background 

• 1983 Telfon-coated Proplast material cleared to replace 

the disc between the jaw bone and skull worked through 

the skull into the brains of patients

• 2011 FDA issued a 522 order following MedWatch 

analysis of TMJ implant reports - 52% explanted within 

first three years due to severe pain and implant problems

• TMJA recognized the growing distrust, disillusionment, 

and frustration the patients experienced with the entire 

TMJ ecosystem  - which is one of chaos and controversy

• 2016 TMJA Patient-Led Roundtable was formally 

established to bring all stakeholders together to improve 

the health care of TMJ patients – major goal is an 

implant/treatment registry



The Goal Behind the 

TMJ Patient-Led RoundTable:

The need to know why some patients who receive 

TMJ implants do well and others don’t



It Takes a Village



Working Group 1 TMJ Patient: Natural History and 

Assessment of Biomarkers Associated with Outcomes in 

TMJ Implant Patients

Objectives:

• Summarize knowledge related to the overall health of the 

TMJ patient including both doctor and patient reported 

information including the comorbidities

• Summarize and assess existing genetic, ‘omic,   

biochemical, morphological, immunological and 

pathophysiological data to advance our understanding of 

disease process and enable a device/patient response 

classification to implant materials



Working Group 1 Findings:

• Paradigm shift from body site focus to multisystem complex 

illness

• Multiple comorbidities recognized – pain and non-pain, 

connective tissue disorders

• Increased research required to predict clinical outcomes

• Role of genetic and epigenetic factors explain the large inter-

individual variability to TMD treatments - implants

• Sex Differences – females greater risk for persistence of 

symptoms

• Estrogen – symptoms fluctuate across life cycle

• Inflammation – pain – TM joint



Working Group 1 Accomplishments 

And Next Steps:

• Developed a WhitePaper incorporating the research 

findings from all Working Groups

• Developed a National Interagency Temporomandibular 

Disorder Research Plan 

• Reviewed the published Meta-Analyses and Systematic 

Reviews of TMJ Therapies

• Developed a TMD and Nutrition Summary 

• The Temporomandibular Joint, Parts and Repair (in 

progress)



Working Group 3 Education, Patient-Centered 

Treatment Objectives:

• Collect and compile currently available best practices, 

clinical practice guidelines, diagnostic and treatment 

protocols being used to direct clinical treatments of TMD. 

Information to be collected from academia, research 

centers, private practices, scientific societies, professional 

organizations, and federal agencies

• Assess the scientific basis of these treatment directives 

and the extent to which these guideline documents and 

treatment protocols include patient-centered preferences 

and guidance



Working Group 3 Findings:

• Though turfed to dentistry there is No Specialty of TMD in 

dentistry 

• No mandates for evidence-based teaching in dental  

schools

• No formal guidelines, best practices, or standards of care 

established to govern TMD therapies

• No standard protocols for implant and pre/post operative 

procedures

• 24 groups each claim their way to treat TMD is best 

• TMD is a complex multisystem condition, yet medical 

professionals are not educated or informed about TMD, 

TMJ implants, and related medical issues



Working Group 3 Next Steps are to develop a:

• new multidisciplinary TMJ clinical model incorporating 

medical specialties

• service line adjunct to clinical model including speech 

therapy, nutrition, self-management, etc.

• patient education materials and diagnostic aides

• evidence-based curricula for medical and dental education

• evidence-based guidelines, standards of care and 

protocols for TMJ therapies 

• FDA information for patients on TMJ devices

• Public awareness program and address stigma related to 

TMD

All include PATIENT participation



Impact of Patient-Led TMJ RoundTable:

The siloed approach in basic and clinical research, as 

well as health care, has been detrimental to advancing 

the best interests of the patients

The first MDEpiNet patient-led effort, bringing all TMJ 

stakeholders together, brought everyone out of their 

siloed comfort zone to interact across government 

agencies, professional organizations, individuals with 

pertinent expertise, and most important the patients



“People today have an urge – an impatient urge –

to participate in the events and processes that 

shape their lives…this resource can become a 

source of tremendous vitality and innovation.”  

Human Development Report of the United Nations 1990 



“I believe that bringing patients to the table has 

changed everything. It has changed the 

conversation, it has challenged the non-existing 

science, the cherry picked statistics and forced 

the FDA, the surgeons and the manufacturers to 

look us in the eye and listen to the reality of what 

we have gone through and what we live with. 

Personally, it has meant that I am no longer a 

victim, but an equal partner going forward.” 

Adriana, TMJ Patient-Led RoundTable Member



“Being a patient on the RoundTable has given me hope for 

the future generations. I am grateful to be part of 

conversation for change and having my voice heard has 

given me a sense of purpose.” Lisa

“The RoundTable is so important to all TMJ patients. We 

need our stories to be heard and gives us hope for research 

and better treatment options in the future.” Heather



“Participating in the RoundTable gives me hope because 

The TMJ Association is a solution based advocacy group, 

and I am honored to be a part of the team striving for 

better patient care. 

I am grateful for meaningful discussions that focus on 

lessons learned. The patient testimonials comprised of 

decades worth of personal experience will shape the 

future of TMJ research, protocols and funding, and I am 

proud to be a patient who can help advance this area 

of medicine that is lacking evidence based research and 

has fallen between the cracks of dentistry and medicine. 

Being a part of the RoundTable gives me a sense of 

purpose and promise that change is possible.”

Jennifer



“The National Institute of Dental and Craniofacial Research 

(NIDCR) supports the efforts of the MDEpiNet TMJ Patient-Led 

RoundTable in advancing stakeholder collaboration toward 

the common goal of providing safe and effective 

treatments that improve quality of life for TMJ patients. The 

TMJ Patient-Led RoundTable project has helped to provide 

important information on advances in the field, and to 

identify gap areas where further research should be 

considered.

The Roundtable’s efforts to address data on treatment 

outcomes—including implant performance, surgical 

outcomes, and adverse events as well as development of 

outcome assessment, and reporting tools based on patient 

input—have the potential to greatly improve outcomes for 

TMJ patients. NIDCR will continue to work with our Federal 

partners (FDA & AHRQ), patient advocates, industry, and 

clinicians on this very important effort.” 

NIDCR, Martha Somerman, DDS



“Participating in the RoundTable has helped not only the 

individual surgeons present, but all of organized oral and 

maxillofacial surgery better appreciate the difficulties faced 

by our most challenging patients. It has highlighted the 

importance of their participation in finding better ways to 

provide our care.” AAMOS, Greg Ness, DDS

“The incorporation of patient feedback and experiences into 

the scientific and biologic model that we as Surgeon’s 

possess, will certainly provide a better pathway forward in 

treatment and outcomes for all concerned.” 

AMTJS, Vince DiFabio, DDS

“TMJ Concepts encourages the RoundTable efforts because 

of the epidemiological focus that will, hopefully, determine 

which patients may or may not benefit from the implants due 

to the implant materials and/or comorbidities associated with 

the patient's health.” 

Dave Samson, TMJ Concepts



Thank you for listening…

And here’s Danica!

TMJ Patient-Led RoundTable Co-Chair 



TMD/TMJ Patient Round     
Table: Updates  and   

Next Steps

Danica Marinac-Dabic, MD, PhD, FISPE 

Associate Director, Office of Clinical Evidence and 

Analysis, FDA/CDRH  



• Develop standardized data infrastructure :  TMJ - CRN   

• Affect a change in clinical trial practices to incorporate patient 
preference data and RWE experiences

• Develop a roadmap for the development of predictive analytics 
algorithms 

• Develop evidence-based protocols and best practices for 
inclusion into health care 

• Promote the development of collaborative multi-disciplinary 
research     



Develop standardized data infrastructure :  TMJ - CRN   

• FDA/CDRH was awarded the ASPE/PCORTF funds to advance the 

Coordinated Registry Networks (CRN) Community or Practice   

• TMJ is one of the 12 areas of focus

• FDA extended existing cooperative agreement with Weill Cornell 

Medical College to coordinate efforts between stakeholders to 

advance the CRN – COP 

• Reached out to AAMOS  to align efforts  to develop TMJ Registry 

• Held the discussion with international groups  to harmonize efforts    



Develop standardized data infrastructure :  TMJ - CRN     

(cont)   
• Reached out to international registry which is just beginning by the AO 

Foundation (U.S. Contact is Daniel Perez and PIs are Daniela Voegttli 
and Zsofia Molnar of Switzerland).  

• This is an international, multicenter, prospective registry to collect data 
of patients treated with alloplastic temporomandibular joint 
replacements. Prospective data will be collected in approximately 
200 patients treated with TMJ implant. Patients will be followed up to 
5 years after treatment. 

• Data collection will include underlying disease, treatment details, 
functional and patient-reported outcomes and complications. 

• https://aocmf3.aofoundation.org/research/aocmf-aocid-projects

https://aocmf3.aofoundation.org/research/aocmf-aocid-projects


Develop standardized data infrastructure :  TMJ - CRN     

(cont.)   

• Produced a draft catalogue  of all registries/databases that 

collect information on the co-morbidities in TMD/TMJ patients

• The plan is to reach put to the relevant registries with an 

objective to align minimum core data sets to the extent possible

• Held the discussion with payers ( BCBS) to explore their interest 

in joining the multi-stakeholder effort.      



Objectives of PCORTF  - funded effort  

• Advance CRN COP by implementing the following 7 attributes of CRN maturity :  (1) Patient 
Engagement, (2) Device Identification, (3) Data Quality, (4) Efficiency, (4) Governance, (5) 
Sustainability and (7) Fitness for Use During Total Product Life Cycle (TPLC).  

• Pilot test device-specific FHIR profiles such as using the SMART on FHIR platform and the 
FHIR Structured Data Capture Initiative (SDC) to demonstrate the capture and exchange of 
data to inform development of an HL7 FHIR profile 

• Develop a module for capturing patient generated information and the methodology to 
evaluate scientifically valid data regarding patient uncertainty in accepting a variety of 
benefit/risk tradeoffs  

• Develop and apply methods to link heterogeneous data from multiple data sources 
comprising a CRN (e.g. registry data, claims, patient generated data )  

• Establish infrastructure (e.g. linked data sets) and framework for routine assessment 
gender/sex specific outcome in the six most mature CRNs (e.g. in orthopedics. vascular, 
cardiac, colorectal, abdominal hernia and neurologic spaces). 



PCORTF - CAPSTONE Project: Participating CRN – COP    
CRN Name Clinical Area (current phase) 

1. Women’s Health Technology Coordinated Registry Network
(WHT-CRN)

Women’s Health Women’s Health (uterine fibroids, 
pelvic organ prolapses, stress urinary incontinence, 

sterilization)
2. Vascular Implants Surveillance and Outcomes Network 

(VISION-CRN)
Vascular

3. Cardiac Devices Coordinated Registry Network (CD-CRN) Cardiac
4. Orthopedic Devices Coordinated Registry Network (Ortho-

CRN)
Orthopedic

5. Devices Intended for Acute Ischemic Stroke Intervention 
(DAISI-CRN)

Acute ischemic stroke

6. Venous Access National Guideline & Registry Development 
Coordinated Registry Network (VANGUARD-CRN)

Venous access

7. Robotic Surgery Coordinated Registry Network (Robotic-CRN) Robotic surgery
8. Study of Prostate Ablation Evidence Development (SPARED-

CRN)
Prostate ablation

9. Temporo-mandibular Joint Coordinated Registry Network 
(TMJ-CRN)

Temporomandibular joint

10. National Breast Implants Registry (NBIR) Breast implants
11. End Stage Renal Disease Coordinated Registry Network 

(ESRD-CRN)
End stage renal disease

12. Abdominal Core Coordinated Registry Network Abdominal Core



CAPSTONE WORKSTREAMS: 

Maturity     

1

Interoperabi
lity

2

Patient-
generated 
data

3

Novel 
methods 

4

Infrastructure 
for Gender/Sex 
Analyses  

5



CRN Name 

CRN Maturity

Patient

Engagement

UDI Data 

Quality

Efficiency Governance Sustainability TPLC

WHT-CRN X X X X X X X

VISION-

Vascular 

CRN

X X X X X X X

Cardiac CRN X X X X X X X

Ortho-CRN X X X X X X X

DAISI-CRN X X X X X X X

VANGUARD-
CRN

X X X X X X X

Robotic-CRN X X X X X X X

SPARED-
CRN  

X X X X X X X

TMJ-CRN X X X X X X X

NBIR X X X X X X X

ESRD-CRN X X X X X X X

Abdominal 
Core 

X X X X X X X

Development of CRNs (maturity model) - Areas of focus; * substantial work done under current CRN efforts   



Affect a Change in Clinical Trial Practices to Incorporate Patient 

Reported Outcomes (PROs), Patient Preference Information (PPI) Data 

and RWE experiences

• Engaged CDRH Patient Science and Engagement Program 

• Engaged CDRH Office of Health Technology 1

• Unique expertise in development  and TPLC application of 

PROs 



Develop a Roadmap for the Development of Predictive Analytics 

Algorithms 

• The discussions are underway to leveraging ongoing efforts in 

other clinical areas;

• The plan is to produce a catalogue of the available efforts to 

help inform the roadmap development  



Develop Evidence-Based Protocols and Best Practices for Inclusion into 

Health Care 

• Held series of discussions with national and international experts to 

advocate the development of multi-disciplinary task  force  to fill in 

the gaps  between the  subspecialties of medicine and  dentistry

• Recognized the importance of recent research results showing that TMDs   
are more than just disorders of the joint and the orofacial region, but   
involve other systems of the body. 

• Promote the patient-centric team approach in diagnosis an treatment 

of TMJ 



• Population/Epidemiologic Science  

• Human Studies /Clinical Studies

• Basic Biological Science

• Data Science/Informatics



THANK YOU!

danica.marinac-dabic@fda.hhs.gov
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HUGO effort 
(NEST test case and demonstration project)

Joseph Ross (Yale)
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Aggregating Multiple Real-World Data Sources 
using a Patient-Centered Health Data Sharing 

Platform: an 8-week Cohort Study among 
Patients Undergoing Bariatric Surgery or 

Catheter Ablation of Atrial Fibrillation



Pilot test the feasibility of using a novel mobile 
health platform for post-market surveillance of 

patients after either bariatric surgery (sleeve 
gastrectomy or gastric bypass) or catheter-based 

atrial fibrillation ablation

Project Aim



• Enroll 60 total patients, 30 at Yale and 30 at Mayo Clinic; 
30 patients undergoing each procedure

• Describe:

– Patient participation and dropout

– Enrollment times

– Electronic health record data aggregation

– Pharmacy data aggregation

– Personal digital device data aggregation

– Patient-reported outcome measure questionnaires completion

– User satisfaction and burden

Determining Feasibility





• 60 patients enrolled; 15 patients per procedure, per site 

• 59 patients underwent procedures and completed 8-week follow-up

• Median enrollment time: 70 min (IQR, 58 -100)
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Aggregating EHR and Pharmacy Data

• Yale and Mayo health records were received for 100% of patients 

• 33 of 60 (55%) patients also with primary care based at Yale or Mayo

– 10 patients linked an additional 13 portals from other health systems

– 3 additional health system portals added to Hugo for our study

• 24 of 60 (40%) patients connected CVS or Walgreens pharmacy 
accounts

– Medication names, dosages, start and end dates, refills and prescriber

• All data were passively aggregated after initial enrollment, allowing 
for near real-time streaming data



Encounter Date Encounter Type Primary Diagnosis 

Atrial Fibrillation 
Ablation 
(n=115)

110 (96%) 100 (87%) 101 (88%)

Bariatric Surgery
(n=106)

105 (99%) 103 (97%) 103 (97%)

Overall
(n=221)

215 (97%) 203 (92%) 204 (92%)

Hugo and EHR Data Concordance
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Post-Bariatric Surgery Post-AF Ablation



Real-World Data to Assess Variation in Opioid 
Prescribing and Use for Acute Pain 

in Diverse Populations



Develop a representative, real-world data source to 
assess patients prescribed opioids for acute pain, 

including tracking patients’ pain severity over time, 
treatments used for pain, and how they dispose of 

any remaining opioids once pain has resolved

Project Aim



Study Design

• Prospectively enroll 1,550 patients who receive a new opioid 
prescription for acute pain in primary care, the emergency 
department, or dental care 

– Yale, Mayo Clinic, University of Alabama-Birmingham (including 
affiliated Dental), Regional Health in SD, Cedars-Sinai

• All patients enrolled in Hugo for PROM surveys over a 180-
day follow-up period, as well as to connect EHR, pharmacy, 
and personal digital devices (Fitbit)



Questionnaire and PROM Deployment

• PROMs will be sent based on the patient’s reported symptoms

• All patients will receive:
o An enrollment survey to complete during the enrollment process 
o A baseline survey to be completed at home; split into sections and sent over several days 

during the first week of the study
o A closeout survey sent at the end of the 180 days

• While patients report pain, they will receive:
o Short daily surveys 
o Weekly surveys 
o Monthly surveys 

• When patients are not in pain, they will receive:
o Weekly surveys
o Monthly surveys



Effect of ECG and Irregular Rhythm Notification 
Detection Wearable Device Features on 
Patient-Reported Outcomes and Clinical 

Utilization: A Randomized, Controlled Trial 



Understand the safety and effectiveness of the 
Apple Watch ECG and irregular rhythm notification 
features on patient-reported outcomes and clinical 

utilization in real-world patients receiving 
outpatient cardioversion for atrial fibrillation

Project Aim



Study Design

• Prospectively enroll 150 patients, who will be randomized to 
receive a Apple Watch Series 5 or a Fitbit Inspire 

– Yale, Mayo Clinic, Duke

• All patients enrolled in Hugo for monthly PROM surveys over 
a 180-day follow-up period, as well as to connect EHR and 
personal digital devices

• Patients will be asked to take an ECG using their Apple Watch 
whenever they obtain an ECG in routine clinical care



Use of Real World Data to Evaluate Clinical and 
Patient Outcomes by Use of a Mobile App for 

the Treatment of Insomnia and Depression



Assess the effect of Pear Therapeutics mobile-
delivered, prescription digital therapeutic that 

provides cognitive-behavioral therapy for chronic 
insomnia (CBT-I) on patient-reported and clinical 

outcomes for real-world patients with chronic 
insomnia and depression

Project Aim



Study Design

• Prospectively enroll 70 patients, who will be randomized to 
receive the CBT-I digital therapeutic or usual care

– Yale, Mayo Clinic

• All patients enrolled in Hugo for monthly PROM surveys over 
a 21-week follow-up period, as well as to connect EHR, 
pharmacy, and personal digital devices

• Pear prescription digital therapeutic will deliver CBT-I via 
mobile devices as 6-core modules over 9 weeks



HEROs national infrastructure

Jodi Akin (Hawthorne Effect Inc.) 
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Hawthorne
E F F E C

T



Clinical trials are 
about HOPE!

• At 86, her heart was failing.

Meet Opal

• The trial required her to travel more 
than 1000 miles each way.

• She enrolled in a clinical trial for a 
therapy that could extend her life.

• She would have to make 10 study 
visits

• She planned to drop out



Subjects
1,000

Study Visits
10,000

Data Points
1,000,000

Study Visits are About Data

(Average Phase III Trial Design)



Least

But, Trials Don’t Happen 
Where Patients Live

Most

Investig
ato

rs



Why It Matters

don’t finish 
on time

80%
missing data

79%
miss visits

or drop out

50%

• Delays cures and therapies for patients
• Delays return on investment for investors and 

innovators ($1M per month of delay)
• Cost per trial $44M-$115M
• Fewer than 1 in 10 drugs make it to market

• Increases R&D costs overall which are passed on 
to payors and consumers 

• Calls validity and generalizability into question-
49% of trials judged to be at high risk of bias for 
their primary outcome due to missing data.



Clinical Trial Complexity: 
Then & Now

Focus on Patient Centered Outcomes



Enterprise Software Platform Service (HEROs)

+

Hawthorne Effect 
Brings the Trial to the Patient

+



+

Platform
Optimizing Patient Access & Logistics

Cloud-based enterprise platform/a new visit 
ecosystem

Combines Scheduling, Matching, Data 
Acquisition and transfer, CTMS, EDC, LMS, 
Tracking and Reporting

Portals/Utility for Sponsor, CRO, Investigator 
and Patient

GCP, CRF Part 11 Compliant

Data interoperability structure to enable AI and 
utility of real world evidence





Curated Mobile Devices- Driving 
Standardization and Economics



Timeline
2015           50
2019           1500
2020           100,000

HEROs Where and When Needed



Multispecialty medical professionals

Recruited by skills, credentials + locations

Credentialed, Vetted

Background checks

Onboarded

Trained and certified per protocols

Ready

Service
Best in Class Professional Network



Visit Flow





Hawthorne 
Introduction

Through Top 
Research Institutions



Opal, now at 93, 

all of her tests can be conducted in a 
single setting

she still contributes to science

she has HERO visits in the comfort of 
her home

all data is delivered to her team 
through the cloud

•
•

•

•

With Hawthorne Effect
Patients Remain Engaged

she didn’t drop out•

• Opal loves her hero visits 100% 



Launched
Virtual Trials



Full Lifecycle:
Screening to Data Analysis



Dr. Julie Swain, 
Professor and Vice Chair, Icahn School of Medicine, Mt. Sinai 
and Former Special Asst. to Director, FDA

I view the service you provide as 
the future of clinical research



Hawthorne Effect Facilitates 
Expanding frontiers for clinical research

Decentralized clinical trial 
revolution, facilitating long 
term safety and efficacy 
surveillance

Generalized follow-up, 
population health studies led 
by health systems, payors, 
PRAGMATIC clinical trials for 
value based care and 
preventative health initiatives, 
Social determinants of health, 
Real World Evidence 
initiatives,  repeating studies 
reaching out to under 
represented populations

Clinical Trials as 
known today are a 
thing of the past.

Democratized 
clinical trials, 
crowd-sourced 
studies, patients 
driving the 
questions- direct to 
consumer.

Expansion and 
efficiencies in current 
landscape of clinical 

trial design, 
regulated research

Transformation in 
Clinical Trial Design

Democratized
Clinical Trials

Clinical Research 
Industrial 

Complex Today

$60B



Net Promoter Score
100

I’ll live longer just to have my 
HEROs come every year
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Benjamin Eloff, PhD
Associate Director, Innovation Policy and Processes

Accelerate Clinical Innovation Initiative
U.S. Department of Health and Human Services  

October 22, 2019



The mission of ReImagine HHS is to transform HHS to better serve the American people by advancing innovative solutions, 
institutionalizing continuous improvement, and enhancing strategic collaboration with internal and external partners.

REIMAGINE HHS INTRODUCTION

I N I T I A T I V E  I M P L E M E N T A T I O N

S U S T A I N M E N T

HHS established ReImagine in 2017 in response to Executive Order 13781 and OMB Memo M-17-22, requiring all 
Cabinet-level agencies to become more efficient. 

C A L L  T O  A C T I O N

I D E A T I O N  S U M M I T

S T R A T E G I C  S H I F T S

200+ employees from all 25 Divisions attended an ideation summit in Spring 2017 to discuss how to improve the 
Department. 

From the thousands of ideas generated from ideation sessions, six Strategic Shifts were selected to carry out the 
ReImagine transformation.

From these six Strategic Shifts, ten Initiatives were selected to drive the Strategic Shifts forward, and Initiative 
teams were stood up to implement improvements. 

T R A N S I T I O N  a n d  G R A D U A T I O N

March
2017

May
2017

Fall
2017

Fall 
2018

September 
2019

5 Initiatives 

Graduate

September 
2020

Sustainment, which begins after an Initiative formally graduates from the ReImagine portfolio, builds upon Transition 
efforts to ensure long-term transformational change as Initiatives shift from “project to program”. This phase 
aims to institutionalize the work of ReImagine by continuing to deliver impact and ensuring that transformation is 
sustained in the future.

Five ReImagine Initiatives are in the midst of Transition and will formally graduate from the ReImagine
portfolio by September 2019. In this phase, Initiative Leads work with Transition Partners across the Department to 
transfer responsibility of a capability, work stream, or function that will continue into the future.

Ongoing 
after 

September 
2019

The remaining ReImagine Initiatives will graduate and enter Sustainment by the end of FY20. 



During the ideation summit, thousands of ideas were prioritized into six Strategic Shifts that are being driven forward through a 
portfolio of ten Initiatives, each led by HHS staff.

STRATEGIC SHIFTS AND INITIATIVES



Setting the Stage

The existing innovation infrastructure at HHS is highly fragmented, largely made up of discrete 

activities and programs across OPDIVS and STAFFDIVS  

Authorities have been delegated across the Department 

where distinct capacity and subject matter expertise 

exists

Discrete authorities have been granted to the Secretary 

through enabling legislation spanning several decades 

INTRODUCTION 

The Department has successfully stood up 

cross functional teams  (ex. Ebola, AIDS, 

Opioids, etc.) 

ACI can learn from existing examples of 

interdivisional collaboration and look for 

opportunities to replicate or scale (ex. 

KidneyX, CMS-FDA Parallel Review, etc.)



117

Pre-Decisional – DRAFT – For Discussion Only

Opportunities We Heard About: 

Improving visibility at the enterprise level to understand and positively impact 
innovation in clinical areas of demonstrated need and low innovation activity

Facilitating structure and process for coordination between HHS components 
pursuing innovation-related objectives under existing authorities

Promoting programmatic awareness or connection between complimentary groups 
across HHS and integrating across the biomedical innovation ecosystem

Overcoming a risk-averse culture and perceived or actual rules and policies impede 
new approaches and collaboration across the biomedical innovation ecosystem

ACI Background Work and Proposed Next Steps

Activities We Conducted: 

Structured interviews 

about innovation 

efforts in HHS and with 

stakeholders across the 

innovation ecosystem

Background research 

on HHS, government-

wide, and private sector 

approaches to 

innovation

Held an interactive 

design workshop with 

participation from  

clinical innovation 

thought leaders across 

OPDIVs

Held a public hearing 

to introduce ACI and 

gather public comment 

on opportunities for 

accelerating innovation

1

2

3

4

What We Propose:

Establishing a new Center for Health Innovation (CHI) that can coordinate and 
focus efforts at the enterprise level to identify and address critical innovation 
targets, accelerate clinical innovation activities, and improve collaboration and 
coordination among HHS components and non-federal stakeholders to improve 
the public health.



Innovators’ Path -
Explained
• Journey Maps describe the possible 

routes from one point to another

• Biomedical Ecosystem Metrics 
measure speed at critical points and 
overall elapsed time

• Landscape analysis identifies 
potential destinations 

• Together, the Innovators’ path 
informs direction and measures 
results

Discovery

Patient





Targeted Innovation Focus

C C I  

A N A L Y T I C A L  C A P A C I T Y

To measure CITs, CCI will need to 

work with experts to manage and 

interpret disparate data sources into a 

business intelligence model

Data analysis 
expertise

Data source access

Analytical platform

C R I T I C AL  I N N O VAT I O N  

TAR G E T S  ( C I T )

1

2

3

Population Health Impacts – population 

experiencing the condition increasing and/or 

their outcomes declining

Health System Enterprise Costs – costs to 

patients, providers, payers are high and 

increasing

Innovation Activity – development of new 

biomedical innovations to diagnose and treat the 

condition is slow or high risk for investors
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1. Create a community of stakeholders to 
engage with across the biomedical 
ecosystem 

2. Identify a core set of metrics to track 
progress toward societal benefit and 
identify their data sources 

3. Develop a biomedical ecosystem 
performance scorecard

4. Increase acceptance of performance 
scorecard as part of a broad global agenda 

Biomedical Innovation 
Partnership Goals Work-to-Date

 Building a community of stakeholders

• Interest Group (~100 members)

• Advisory Group (~25 members)

 Conducting stakeholder workshops

• October 2018: Initial thoughts on the ecosystem

• February 2019: Crafting a “shared vision statement”

• July 2019: Building consensus for set of domains

• October 2019: Building landscape analysis model

 Developing a performance scorecard

• Starting with the most impactful domains and indicators 
that have been discussed to date

• Scorecard will be vetted and refined through a series of 
use cases, starting with oncology 
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Biomedical Innovation Metrics “Strawman” Set of Domains
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Copyright 2019

 Objective statements are meant to 
articulate the rationale for inclusion in 
the scorecard and anticipated impact of 
measurement for each domain

 The overarching questions for 
discussion were:

What is the role and importance of 
this domain within the ecosystem?

What actions do we want to result 
from measuring performance in this 
domain? 

How will this help us achieve our 
vision?

CAPACITY 
 

Capacity of a system allows for sustainability and creativity through sufficient resources, including sufficient and well-directed 

funding and a trained, diverse workforce to ensure a diversity of thought to drive innovation. 

 

MARKET ENVIRONMENT 
 

A healthy market environment creates a fuel source for biomedical innovation from diverse (capital) sources that drives research and 

development (R&D) of new products for patients.  

 

COLLABORATION & TRANSPARENCY 

 
Collaboration and transparency allows patients to make better informed decisions, reduces wasted R&D time and effort, and makes 

it easier to identify challenges and modify the system as needed.  

 

EFFICIENCY 

 
Efficiency allows increased speed, improved quality, and/ or reduced cost of innovations.  

 

PATIENT CENTRICITY 

 
Patient centricity ensures innovation truly addresses patients’ needs and preferences. It also leads to a more inclusive and diverse 

distribution of the benefits. 

 

INNOVATION & PRODUCTIVITY 

 
Innovation and productivity ensure a critical volume of quality candidates come out of every stage of the R&D process and diversity 

of effort is used to improve the odds of innovative discoveries. 

 

EQUITABLE ACCESS & USE 

 
Equitable access and use ensures that the innovation reaches all that need it when they need it.  

 

Metrics Domains Objective Statements  
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Bridging the Sentinel 
Infrastructure

Sarah Dutcher

October 23, 2019

10th MDEpiNet Annual Meeting 
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Sentinel Initiative

• Launched in 2008 in response to the FDA Amendments Act (FDAAA) 
2007, which mandated FDA to:

– Develop a postmarket risk identification and analysis (ARIA) system for 
medical products

– Incorporate data on at least 100 million patients by July 2012 from both 
public and private sources of healthcare data

– Have the capacity to both identify and evaluate safety concerns for medical 
products

• FDAAA also requires the FDA to determine whether ARIA is sufficient 
to assess a serious safety risk prior to requiring a sponsor conduct a 
postmarket study of their medical product
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Sentinel Timeline

2009

2016 2019

2020

2024

FDA launches Mini-Sentinel pilot 

to establish data network, 

governance, initial analysis tools

Mini-Sentinel

Fully operational Sentinel 

System integrated into 

FDA regulatory process

Sentinel System

FDA awards third 5-year 

contract for Sentinel

Third contract awarded

Use existing data 

partner network

Transition Year

2007

Food and Drug 

Administration 

Amendments Act (FDAAA)

FDAAA

Use new data 

partner network

Years 2-5
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Key Messages from Strategic Plan

• Maintain and enhance the Sentinel System’s 
foundation, preserving FDA’s long term investment 
in Sentinel’s analysis tools and data infrastructure

• Diversify data sources, especially EHRs and claims 
linked to EHR

• Selectively incorporate advanced analytics

• Broaden touch points for participating in Sentinel’s 
development

• Establish a Sentinel scientific community and 
disseminate knowledge to improve public health

https://www.fda.gov/media/120333/download

https://www.fda.gov/media/120333/download
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Advancing Sentinel’s Capabilities 
Through 3 Centers

• Sentinel’s third 5-year contract 
establishes three distinct    
coordinating centers 

– Sentinel Operations Center (SOC)

– Innovation Center (IC)

– Community Building and Outreach 
Center (CBOC) 

• New contract creates opportunities for 
evolving the Sentinel infrastructure to 
evaluate medical devices

https://www.fda.gov/news-events/fda-brief/fda-brief-fda-announces-new-sentinel-system-contract-affirming-its-commitment-harnessing-real-world

https://www.fda.gov/news-events/fda-brief/fda-brief-fda-announces-new-sentinel-system-contract-affirming-its-commitment-harnessing-real-world
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Sentinel Operations Center (SOC)

• Lead: Harvard Pilgrim Health Care Institute
– Includes >40 collaborating entities, data partners, expertise

• Roles:
– Active Risk Identification & Analysis (ARIA) system 

• Maintain data partner network, common data model, analysis tools

• Conduct analyses to evaluate the safety and effectiveness of medical products

– FDA Catalyst

• Initiate RWE demonstration projects (e.g., pragmatic trials)

• Lead studies involving interactions with providers and patients

– Core infrastructure development

• Integrate new data sources into the query-ready Sentinel distributed database

• Create new analytic tools capable of operating in a distributed environment
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Operations Center Collaborating Organizations
Lead: Harvard Pilgrim 
Health Care Institute

Data & Scientific 
Partners

Colorado

Hawaii

Mid-Atlantic

Northern California

Northwest

Washington
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Innovation Center (IC)

• Lead: Harvard Pilgrim Health Care

– Includes >50 collaborating entities/institutions 

• “Innovation Cores”

1. Novel Data Sources 

2. Randomized Trial and RWE Innovation

• Roles:

– Engage with the tech industry, academia, and others to develop innovative methods 
to further advance Sentinel, with a focus on early phases of methods development 

– Develop 5-year blueprint to strengthen access to data from EHRs, signal detection, 
causal inference approaches, and advanced analytics

– Host an Innovation Day public meeting

3. Advanced Analytics 

4. Informatics 
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Innovation Center Collaborating Organizations: 
Leads

Advanced Analytics Core

Informatics Core

Novel Data Sources Core

Randomized Trial and Real-World 
Evidence Innovation

Innovation Center Lead



135

Colorado

Hawaii

Mid-Atlantic

Northern California

Northwest

Washington

Putnam Data Sciences, LLC 

Innovation Center Collaborating Organizations: 
Data & Scientific Partners
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• Use of existing network of claims data

• Example: Use of laparoscopic power 
morcellators to treat uterine fibroids

https://www.fda.gov/media/109018/download

Possibilities for Leveraging Sentinel 
for Medical Devices

https://www.fda.gov/media/109018/download
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Possibilities for Leveraging Sentinel
for Medical Devices

• Use of existing network of claims data

• Employ data and expertise from new scientific partners to enhance rich 
clinical detail needed for assessments of medical devices

– PCORnet

– Explorys: linked claims + EHR

• Explore the utility of new technologies to evaluate medical devices

– Application of NLP to EHR for device identification

– Use of machine learning to develop computable phenotypes for health 
outcomes of interest 

• Opportunities to link data from Sentinel Data Partners to existing CRNs
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• Mini-Sentinel pilot project to 
explore feasibility of linking a 
device registry and 
administrative claims data

– New York Hospital for Special 
Surgery/Weill Cornell Centers 
for Education & Research on 
Therapeutics total joint 
replacement device registry

– HealthCore administrative 
claims data

Example: Linking Registries & 
Claims Data
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Summary

• Since launching in 2009, Sentinel has grown to become an 
advanced medical product monitoring system

• The new Sentinel System contract creates opportunities for 
bridging the Sentinel infrastructure to meet the unique needs of 
medical device evaluation
– Broader engagement with multiple stakeholders cultivates a robust 

scientific community 

– Opportunities for expansion of the Sentinel System’s capabilities beyond 
drug safety



Thank you

sarah.dutcher@fda.hhs.gov

mailto:sarah.dutcher@fda.hhs.gov
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PCORnet is a “network of networks” 
that harnesses the power of partnerships
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Patient 
Partners

Clinical 
Research 
Networks 

(CRNs)

A national 
infrastructure for 
people-centered 
clinical research

+ =+
Health Plan 

Research 
Networks 
(HPRNs) 

+
Coordinating 

Center 

ResearchData

Engagement



The PCORnet solution starts with real-world data. PCORnet-partnered CRNs and HPRNs can help users conduct 
research more efficiently. Users can access data from everyday medical encounters from more than 66 million 
people across the United States. 

It starts with data
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ADVANCE 
Network

REACHnet

OneFlorida

CAPriCORN

GPC

PRACnet PaTH

INSIGHT - NYC

PEDSnet

HealthCore
STAR



Lots of data is great, but for it to be useful it has to be standardized across systems. The PCORnet Common 
Data Model standardizes data into a single language, enabling fast insights, including:

Next, the data must be usable
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Data available from several 
Clinical Research Networks, in the 

PCORnet Common Data Model 
and ready for use in research.

Data available at some Clinical Research 
Networks, may or may not be in the PCORnet 
Common Data Model and require additional 

work for use in research.

Demo-
graphics

LabsClaims
Patient-

Reported 
Outcomes

Geocodes
Patient-

Generated 
Data

Natural 
Language 

Processing 
Derived 

Concepts

Genomic 
Results

Death 
Data

Diagnoses
Medication 

Orders
Procedures Biosamples

Tumor 
Registry

Social 
Determinants

of Health

Ready for Research Available, But Still Evolving



The Common Data Model, developed by PCORnet, is a key component of the Network’s 
infrastructure and central to its work. PCORnet’s Common Data Model standardizes millions 
of data points from a variety of clinical information systems into an innovative common 
format that can be used for specified research projects.

The Common Data Model
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Data Linkage: Token Creation
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There are two steps:

1. Hashing: Makes your tokens 

irreversible (can’t go back  

from token to individual’s PII)

2. Encryption: Makes your  

tokens site-specific, protecting  

you from a partner’s security  

breach (no site’s tokens are  

ever seen by another site)

Irreversible Hash Process Site-Specific Encryption

Jsmith03271968M

@#JSDFTsdf093s$#2s

S024nsdf23$#sd*dfs

#Jsf%)sd@#FSDsd1lv9

Token structure  

(defined in template)

Datavant Master Seed

Master Token  

(in processonly)

Site A EncryptionKey

Token Generation Process

John Smith 
03/27/1968

Male

PHI in  
structured  

record

Site-specific  
token

AA0001



Data Linkage: Overlap Analysis

CONFIDENTIAL

1. Run De-ID. Each site runs De-ID application module on premise to generate tokens in their own site-specific token encryption scheme. Every site’s tokens  are 
unique. A security breach at one site would not propagate across other sites in the ecosystem. No linking can happen without a site’s permission.

2. Run Link (Send). Each site runs the Link (Send) application module to prepare tokens for sending to the Coordinating Center (CC); tokens are uniquely 
encrypted in transit (transit tokens).

3. Run Link (Receive). CC runs the Link (Receive) application module to transform tokens into a common CC encryption scheme. Thus, tokens can only be linked 
at the CC

4. CC Performs Overlaps.

JohnDoe  

JaneDoe

PII for token  

generation

Site 1

Site 2

Site N

Run De-ID

aaa111  

bbb111

Tokens in Site 1  

encryptionscheme

abc123  

def456
Run Link 

(Send)

Site 1’s tokens  

encrypted in transit

Run Link 

(Receive)

pat123

pat456

Site 1’s tokens transformed  

to CC encryption scheme

Site 1 Site 2 Site N

pat123 yes yes yes

pat456 yes

pat000 yes

pat999 yes

John Doe  

Maria Gonzales

PII for token  

generation

Run De-ID

ccc222  

ddd222

Tokens in Site 2  

encryptionscheme

ghi789  

jkl012Run Link 
(Send)

Site 2’s tokens  

encrypted in transit

Run Link 
(Receive)

pat123  

pat000

Site 2’s tokens transformed  

to CC encryption scheme

John Doe  

Mark Smith

PII for token  

generation

Run De-ID

xxx333  

yyy333

Tokens in Site N  

encryptionscheme

pqr123  

stu456Run Link 
(Send)

Site N’s tokens  

encrypted in transit

Run Link 
(Receive)

pat123  

pat999

Site N’s tokens transformed  

to CC encryption scheme

Perform overlap

Overlapping record  

Non-overlapping record
Coordinating Center (CC)

No site’s unique tokens or unique encryption key get shared with the CC. Tokens are encrypted at all points in the workflow.

Matching  

module



Data Linkage: Registries
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Proposed process:

1. Identify a registry/existing project(s) with high demand for 
clinical outcome data
2. Conduct a quick, geography-only analysis of potential PCORnet 
overlap (e.g registry patients from geographies with high 
PCORnet density)
3. Identify potential PCORnet and registry partners
4. Complete governance/regulatory prerequisites
5. Perform overlap analysis
6. Create linked clinical-registry data set for analysis



Thank you.
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This is a special time…



VA/Deep Mind Collaboration Published in Nature

• Predict Acute Kidney Injury (AKI) 
48 hours in advance

• Early warning enables time to take 
preemptive action

• Helps prevent kidney injury
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National AI R&D Strategic Plan: 2019
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We can make “AI-able Data”

• We can design data formats to get the most out of 
AI.

• We can create an ecosystem of datasets, 
platforms, and tools to enable standardized AI 
piloting, deployment, testing.

• We can leverage iterative release of datasets for 
training AI models, validation, and testing

• Develop honest broker with testing platform 
and/or standardized agreements for testing 
protocols.



AI-able Data Ecosystem Piloted in 
Health Tech Sprint and AI Tech Sprint

– Artificial Intelligence (AI) for Novel Therapeutics Accessibility (NTA)

– An AI ecosystem around three datasets built for Health Tech Sprint 
around clinical trials in structured, machine readable information

– Resources/personnel across dozen agencies

– Participation included federal and other companies/organizations: 
Flatiron Health, Microsoft Healthcare, Oracle, Philips (Research), 
Rush Medical, and TrialX (in collaboration with the Global Lyme 
Alliance).

– AI Tech Sprint (led by VA)- piloting standardized data use 
agreement, AI-able data ecosystem and recognition.



AI-able Data Ecosystem Framework

• Traditional sprints, e.g. The Opportunity Project 
(TOP)

– (1) Use existing federal open data to make new 
digital tools

• AI-Able Data Ecosystem Framework
– Data needed for AI is often new, voluminous,  and 

”messy.”
• (2) New approach: Create novel datasets/data policies specifically 

for the tech sprint and iterate on data/tools to make it usable for 
AI. 

– An AI ecosystem enables a bidirectional data and 
results sharing between government and industry

• (3) New approach: Create voluntary framework for incentivizing 
federal agencies to release data that is useful and usable by other 
sectors, like industry

• (4) New approach: Create voluntary framework for incentivizing 
industry to make AI/data results usable by others, including 
federal agencies, so that they leverage industry tools.  

(1) Data for digital tools

Gov.* Industry*

(4) New: Data and results feedback; 
honest broker.

(2) New: New sprint-specific 
data/data policies released

(3) New: Iterated data released

* Or other other entities



Data’s Choice and AI’s Choice as a Catalyst for Incentivizing a 
Bidirectional Data Link



Data’s Choice

AI-able data- data sets useful for 
training/testing AI models in 
industry

Data useful for specific industry 
use cases

Data is de-risked for industry to 
evaluate overall quality

Data can be analyzed in more 
efficient manner by industry



AI’s Choice

Promotes AI ecosystem and re-
use of usable solutions

Demonstrates usability of AI 
solution by other parties

Promotes trust of AI solution 
through testing

Leveraging open data, 
promoting transparency and 
reproducibility.



Partnerships:
Blind Date and Marriage?

No prior knowledge High expectations



Parallel Pathways for Potential Partnerships (PPPP)

• Parallel

– Enables AI/ML collaborations faster, and parallel to any work on establishing full 
partnerships regarding larger datasets.

• Pathways

– Fast-track pathways to data by leveraging sprints with small data sets in format of 
actual data so that AI/ML tools can be built which are reusable when potential 
agreement on larger/full dataset is made.

• Potential

– Collaboration around datasets- without any expectations on federal/non-federal 
sides on outcome or future partnership

• Partnerships

– Signed research agreements around a particular AI/ML problem/task with 
potentially mutual expectations



Traditional vs Parallel Pathways for Potential Partnerships 
(PPPP) Approaches

PPPP 
Funnel

No data

Small data set

90 day sprint/
code-a-thon

Tools
Use case refinement/

Iterate on tools

Research 
Agreement/Contract?

Large dataset
Tools ready to apply

Contract?

Trad. 
Funnel

No data

Research 
Agreement/Contract?

Large dataset

Contract?

Time

Faster results, more 
complete process

More initial 
engagement



Questions?

• Contact: gil.alterovitz@va.gov
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Moderated Discussion with Presenters and 
Participants

Session IV - Expanding and Advancing Our 
Methods and Infrastructure

#MDEpiNet



Break

#MDEpiNet



Session IV (continued) - Expanding and 
Advancing Our Methods and Infrastructure

Presenters:
Greg Pappas (FDA/CBER) 

Julie Morabito (FDA/CDRH)
Michael Waters (FDA/CDRH)

Michaela Iorga (NIST)
Mark Slack (CMR Surgical)

Moderators:
Art Sedrakyan (WCM)
Helen Burstin (CMSS)

Panelists:
Yelena Yesha (University of Maryland)

Mary Beth Ritchey (RTI Health Solutions)
Oki Mek (HHS)

Presenters

#MDEpiNet



More on Value of CRN

Greg Pappas (FDA/CBER) 

Session IV - Expanding and Advancing Our 
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#MDEpiNet



More on Value: methodological 
investigation of the sources of values 

produced by CRN
Gregory Pappas MD PhD

Associate Director for National Surveillance

Office of Biostatistics and Epidemiology

CBER
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This presentation represents my 
personal understanding and not the 
official policy or position of the FDA.



Congratulations to 
MDEpiNet at 10 years!
• MDEpiNet is an excellent example of what 
Gerald Hage calls “strategically coordinated 
networks” in his forthcoming book with Anthem, 
“Knowledge and Society.”   

• These sorts of networks are the source of value  
in the new economy described by many 
economists.



Overview
• Comparison of two case studies: 

TVT and VISION CNR to better 
understand the source of value 
created by 
– TVT -Transcatheter Value Therapy 
– VISION -Vascular Implant 

Surveillance and Interventional 
Outcomes Network 

– CRN -Coordinated Registry Network

• This presentation may become 
part of the discussion of a 
manuscript being prepared to 
document the value created by 
the VISION CNR

• Conclusion: value expressed in 
the mantra, “collect once, use 
many times.”
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Thank you to the VISION CNR
working group (MDEpiNet)

Special thanks to Jack Cronenwett, Erika Tang, Nadezda Radoja, and Andreas Schick
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Linking TVT Registry with Medicare Claims Data

>500%

National Cardiovascular Disease Registry  (NCDR) studies supported 

over 23 FDA decisions
Pappas G, Berlin J, Avila-Tang E, et al.  Determining value of Coordinated 

Registry Networks (CRNs): a case of transcatheter valve therapies. BMJ Surg 

Interv Health Technologies 2019;0:e000003. doi:10.1136/bmjsit-2019-000003

• Platform and linkage

• Three companies saved 

over $150 million and 

years/month of time on 

approvals



VQI CRN ROI

>500%

VQI supported over 6 FDA decisions

• Started as the AHRQ 

Vascular Quality 

Initiative

• First CRN, nesting 

Post-approval studies 

(PASs) in a registry

• PASs and label 

expansions

• Four companies saved 

over $15 million

• Manuscript in final 

draft

Counterfactual costs Actual costs

ROI = 141%

-------------



Two case 
studies of 

value 
created by 

CRN

• TVT CNR
• >500% ROI

• Include over 900 sites and 
nearly all the patients that 
were exposed to the device

• Longitudinal outcomes 
provided by linkage to 
Medicare claims data

• 23 studies
• Average cost of counterfactual 

studies
– TVT $7.8 million

• Average number subjects
– TVT - 610

• Average number of sites 
– TVT 35

• VISION CNR
• >140% ROI

• Traditional designed PAS 
nested in a registry

• Traditional methods used to 
follow-up, reuse only the 
platform

• 6 studies 

– VISION - $4.3 million

– Vision -169

– Vision - 26



Two case 
studies of 

value 
created by 

CRN

• TVT CNR
• >500% ROI

• Include over 900 sites and 
nearly all the patients that 
were exposed to the device

• Longitudinal outcomes 
provided by linkage to 
Medicare claims data

• 23 studies
• Average cost of counterfactual 

studies
– TVT $7.8 million

• Average number subjects
– TVT - 610

• Average number of sites 
– TVT 35

• VISION CNR
• >140% ROI

• Traditional designed PAS 
nested in a registry

• Traditional methods used to 
follow-up, reuse only the 
platform

• 6 studies

– VISION - $4.3 million

– Vision -169

– Vision - 26



Two case 
studies of 

value 
created by 

CRN

• TVT CNR
• >500% ROI

• Include over 900 sites and 
nearly all the patients that 
were exposed to the device

• Longitudinal outcomes 
provided by linkage to 
Medicare claims data

• 23 studies
• Average cost of counterfactual 

studies
– TVT $7.8 million

• Average number subject
– TVT - 610

• Average number of sites 
– TVT 35

• VISION CNR
• >140% ROI

• Traditional designed PAS 
nested in a registry

• Traditional methods used to 
follow-up, reuse only the 
platform

• 6 studies 

– VISION - $4.3 million

– Vision -169

– Vision - 26



Two case 
studies of 

value 
created by 

CRN

• TVT CNR
• >500% ROI

• Include over 900 sites and 
nearly all the patients that 
were exposed to the device

• Longitudinal outcomes 
provided by linkage to 
Medicare claims data

• 23 studies
• Average cost of counterfactual 

studies
– TVT $7.8 million

• Average number subject
– TVT - 610

• Average number of sites 
– TVT 35

• VISION CNR
• >140% ROI

• Traditional designed PAS 
nested in a registry

• Traditional methods used to 
follow-up, reuse only the 
platform

• 6 studies 

– VISION - $4.3 million

– Vision -169

– Vision - 26



Two case 
studies of 

value 
created by 

CRN

• TVT CNR
• >500% ROI

• Include over 900 sites and 
nearly all the patients that 
were exposed to the device

• Longitudinal outcomes 
provided by linkage to 
Medicare claims data

• 23 studies
• Average cost of counterfactual 

studies
– TVT $7.8

• Average number subject
– TVT - 610

• Average number of sites 
– TVT 35

• VISION CNR
• >140% ROI

• Traditional designed PAS 
nested in a registry

• Traditional methods used to 
follow up, reuse only the 
platform

• 6 studies 

– VISION - $4.3

– Vision -169

– Vision - 26



Resnic model

• Excel spread sheet with following inputs that determine cost of a study

• Number of patients, number of sites, length of study, type of follow-up

• Costs are attributed to each of the inputs

• There are two buckets driving costs: site costs and follow-up costs

• Wimmer NJ, Robbins S, Ssemaganda H, et al. Assessing the cost burden of United States FDA-mandated post-approval studies 
for medical devices. J Health Care Finance 2016;2016.

1=yes, 0=no 1=yes, 0=no
1=yes, 0=no; 

2=historical
#

0% - 

100%
# # # #

1=yes, 

0=no
#

1=imaging, 

2=invasive  

3=other

1=cardiac, 

0= non-

cardiac

N Recruitment Randomized Control 

Group

Total Num 

Sites

Outside 

US %

Study 

Duration 

(yrs)

# Yrs >1 

(Extension)

Addt'l 

Phone 

Call per 

Yr

# In-Person 

per Yr

Required 

Procedure

?

Total 

Procedure 

Count

Type of 

Procedure 

(if yes)

Organ 

System

Organ 

System 

Name

500 1 0 1 30 0% 3.0 2 0 0 1 1 1 1

1 0 0 0 1 0% 1.0 0 0 0 0 0 0 1

200 1 0 0 38 0% 5 4 0 1.40 1 14 1 1

200 1 0 0 38 0% 5 4 0 1.40 1 14 1 1

89 1 0 0 14 0% 5 4 0 1.20 1 11 1 1

300 1 0 0 29 0% 5 4 0 0.80 1 4 1 1

153 1 0 0 31 0% 5 4 0 0.80 1 4 1 1

74 1 0 0 30 0% 2 1 0 1.50 1 5 1 1
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Partitioning the sources of value for 
two counterfactual case studies

• TVT CRN 

– Platform   $85M (52%)

– Follow-up $79M (48%)

• VISION CRN

– Platform    $26M(100%)

– Follow-up  $0



Sources of value
• Both buckets are major 

contributors

• The precise ratio will 
depends on the specific 
dimensions of the studies 
that would have been 
done using traditional 
methods.

• The general conclusion is 
that each bucket 
contributes about half



Sources of value
• Both buckets are major 

contributors

• The precise ratio will 
depends on the specific 
dimensions of the studies 
that would have been 
done using traditional 
methods.

• The general conclusion is 
that each bucket 
contributes about half



The origin of value (time saved) is easy to 
understand

• The number of sites enrolling patients determines the differential time 
needed for data collection.  Time saved is days that the study would 
have taken using the number of sites used in traditional studies minus to 
the days taken to collect data in the registry with many more sites.

• TVT CRN saved months to years of time because it uses over 900 sites

• VISION CRN saved small amounts of time because the number of sites 
was the same as that for traditional post-approval studies.

– Time saved by VISION was due to use of existing sites, reused like a platform trial
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Public health value

• Increased number of subjects and 
sites in TVT provide better 
understanding of heterogeneity of 
effect

• Original VISION did not have this 
value

– Future VISION will expand number 
of sites and subjects



Possible way to increase value for the future 
CRN work: two buckets

Follow-up bucket

• All claims database

– The Senate Committee has approved of language for 
the creation of an All Claims Database for the 
nation.

– There are already 17 states with all claims 
databases.

– The purpose of this new data set will be to support 
research on the cost of pharmaceutical.

– It may become a very useful resource for the CNR 
community, providing a source of longitudinal 
outcomes, increasing he value of CRN through 
linkage

• Other linked data for CRN: mobile apps, PRO 
(patient-reported outcomes), EHRs

Platform bucket

• Lower the costs of data collection for 
clinicals settings 

– Structure data capture

– Re-engineering the clinical work flow that 
includes automation of data collection.

– Natural Language Processing to curate 
real-world data?



Collect once, use many times.



What can MedSun Bring to the Table  

Julie Morabito (FDA/CDRH)

Session IV - Expanding and Advancing Our 
Methods and Infrastructure

#MDEpiNet



MedSun and the Device Ecosystem

MDEpiNet Annual Meeting 
October 23, 2019

Julie Morabito 
Assistant Director, Outreach and Partnerships Team 2 

Office of Clinical Evidence and Analysis (OCEA)
Center for Devices and Radiological Health (CDRH)

FDA
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CDRH Vision and Shared Values

10/25/2019www.fda.gov
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Primary goal: Work collaboratively with the clinical community to identify, 
understand, and solve problems with the use of medical devices.

MedSun serves as a powerful two-way channel of communication between 
CDRH and the clinical community. 

A partnership between FDA and the clinical community
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– 300+ MedSun partner hospitals

• Sample of hospitals across the United States, representing differences 
across:

– Location

– Size

– Type (ownership, specialty, children’s, system)

– 4000+ hospital staff have become MedSun reporters.

• Risk managers, patient safety officers, nurses, healthcare technology 
managers, clinical engineers, other hospital staff.

– Supported by biomedical engineers, nurses, and public policy analysts in 
CDRH

Who is MedSun?
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MedSun Medical Device Reporting System

Collaborating with clinical sites to identify potential problems before serious injuries occur.

Hospitals are required by law to report medical device problems that result in serious illness, 
injury, or death to FDA and/or the device manufacturer. MedSun hospitals report these all to 
FDA and FDA shares reports with the respective manufacturer.

MedSun participants are also highly encouraged to voluntarily report problems with devices, 
such as ‘close-calls,’ potential for harm, and health information technology concerns.

When MedSun hospitals submit reports about safety concerns before a more serious event 
occurs, FDA, manufacturers, and clinicians work together proactively to prevent serious 
injuries and death.
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Medical Device Report Outcomes

• FDA or Manufacturer action

– Device recall

– Investigation, CAPA (corrective action/preventative action) 
initiation to determine action

– Design change and/or manufacturing process change

– Other device correction

– Safety communication

– Postmarket study

– Improved labeling and/or Instructions for Use (IFU)
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More Than a Reporting System

• MedSun partners with hospitals to learn about emerging 
signals and clinical perspective:

• Site visits

• Focus groups

• Individual interviews

• Surveys

• MedSun hospitals help FDA evaluate:

• Impact of possible regulatory strategies

• Adequacy of manufacturer action or recall in improving safety 
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Harnessing the value - RWD
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Leveraging Data about Medical Device Repairs

• Healthcare Technology Managers 
– Have experience addressing many medical device failures.
– Responsible for troubleshooting, repairing, and maintaining 

medical devices
– Comprehensive perspective of device failures

• Common device problems experienced across all hospitals or 
recurring problems within a hospital can be safety signals.

www.fda.gov

Electronic device repair records routinely entered by Healthcare 
Technology Managers can help identify device safety concerns.
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What is CMMS Software?

• Software used by Healthcare Technology Managers in 
hospital Clinical Engineering departments 

• Tracks and documents repairs and maintenance of capital 
equipment 

– Tracking required by CMS and The Joint Commission

– Each repair or event is documented as a ‘log’

– Logs contain device identifiers, description of repair

– Scheduled and unscheduled events

Computerized Maintenance Management System 

• Comprehensive source of information – limited user 
bias/subjectivity in what to report.
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What’s in CMMS Data?

Some logs describe 
device 

routine/preventive 
maintenance. Trends in unscheduled 

repairs may indicate 
device or component 
- failures
- malfunctions
- quality issues
- usability issues

Other logs document 
unscheduled repairs 

of devices.
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CMMS Pilot Data Analytics Tool

• Developed a software analytics prototype to identify signals and trends 
within the CMMS data.

• Initially reached out to subset of partner hospitals to provide data  

• Data collection limited to 4 device types in phase 1 of training the Tool

• Hospitals upload CMMS data to MedSun quarterly
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e.g. faulty + alarm + broken

Sifts 
through 
thousan

ds of 
logs 
from 

partner 
sites

Screens 
for 

keyword 
associati

ons in 
the 

fields 
within 

logs

Determi
nes 

whether 
there is 

a 
potential 

signal

Produce
s output 

file: 
subset 
of logs 

that may 
be 

signals

Signals 
are 

validate
d

FDA, 
mfr, 

hospital 
can work 
together 

to 
address 
signal.

CMMS Keyword Analysis Overview

Based on ‘rules’ learned during training
Output file is typically 300:1 reduction in 
logs. Analysts review output file to further 
refine signals. 

Confirm with hospital, hospital 
encouraged to report MDR.
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CMMS Schematic

Hospital 2

Hospital 

N

Hospital 

1

Potential 

safety 

signals

CMMS
tool

Discussions with hospitals 
and device manufacturers

Actions or changes 

resolve safety concern
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In Summary: MedSun and the Device Ecosystem

• MedSun is a partnership between FDA and 300+ hospitals across the United States, 
representing university, private, and government hospitals ranging in size, specialty, and 
location. 

• MedSun works with the clinical community to understand and solve problems with 
medical device performance and safety
• Medical device reporting system
• Surveys, Interviews
• Site visits
• Education and outreach

• Additional advances using analytics and machine learning to understand device safety 
and performance: Evaluating device repair and maintenance logs. 

• Efforts contribute to prompt signal detection and CDRH’s mission to promote public 
health.
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Contact

Julie Morabito

Assistant Director

Outreach and Partnerships Team 2 

Office of Clinical Evidence and Analysis (OCEA) 

Center for Devices and Radiological Health (CDRH)

Julie.Morabito@fda.hhs.gov

medsun@fda.hhs.gov

mailto:Julie.Morabito@fda.hhs.gov
mailto:Julie.Morabito@fda.hhs.gov
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Michael Waters, Ph.D.

SHIELDx Team Lead/OIR RWE Representative

Office of In Vitro Diagnostics and Radiological Health (OIR)
Center for Devices and Radiologic Health (CDRH)

Food and Drug Administration (FDA)

Systemic Harmonization and Interoperability Enhancement for Lab Data

Advancing Diagnostic Interoperability to Enable 
Clinical Decision Support

Systemic Harmonization and Interoperability Enhancement for Laboratory Data (SHIELD)



SHIELD Stakeholders (>70 institutions engaged):

FDA (CDRH, CDER, CBER), CDC, NIH, ONC, CMS, VA, CAP, IVD Manufacturers, EHR 
Vendors, Laboratories, Standards Developers, PEW Charitable Trusts, NEST/MDIC, 
Academia

Systemic Harmonization and Interoperability Enhancement for Lab Data

SHIELD is a public-private partnership that 
was assembled with a singular focus on 
harmonizing the adoption/development 

and implementation of lab data standards 
to save lives. 
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Enabling Clinical Decision Support (CDS)

Labs and Exam:
Fever
Nausea
Vomiting
Hypotension
High lactic acid
Abnormal white count

Tropical disease?
NO DIAGNOSIS! 

Died from septic shock due 
to untreated Group A 
Strep.

Eileen – HIMSS 2012

Interoperable Data

CDS Algorithm

Penicillin

Sepsis

What Could Be:



214

Clinical Decision Support (CDS) Can Save Lives



Data transformed/manual re-entry Ambiguous/Reliability?

Clinical 
Lab

Key Data Challenges: 
1. Different semantic standards
2. Different LIS/EHR data formats
3. Different transformation skills of personnel
4. Different quality validation processes

Challenging to interpret

Source of Data Ambiguity 

SOLUTIONS NOW 
AVAILABLE
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Data transformed/manual re-entry Ambiguous/Reliability?

Data preserved Unambiguous/Reliable Data

Eliminating Data Ambiguity Enables Utility for CDS

Clinical 
Lab

Clinical 
Lab

Seamless transmission from IVD analyzer to EHR => High-Quality CDS



Data Recipients

IVD Manufacturers Provide Descriptive Codes
W/Standards: Quality in – Quality out.
W/O Standards: Garbage in – Garbage out 

Plan: 
Government supports manufacturers/industry to provide vetted and harmonized descriptive 
IVD codes (vetted through a sole authoritative source) to labs to improve utility for consumers. 

Manufacturers

Context: An IVD queries of a 
specimen to get an answer.

Labs/Providers

Structured 
Transfer

Data 
Association

Patient Test Data

IVD (Code Standard)
Question: LOINC
Answer: SNOMED-CT/UCUM
Who’s Asking: UDI

e.g., Research, 
Regulatory Decisions,

Outbreak Signals,
Clinical Decision 

Support,
Meaningful Use, 

etc.

Data Utility 



IVD Manufacturers Provide Descriptive Codes
W/Standards: Quality in – Quality out.
W/O Standards: Garbage in – Garbage out 

Plan: 
Government supports manufacturers/industry to provide vetted and harmonized descriptive 
IVD codes (vetted through a sole authoritative source) to labs to improve utility for consumers. 

Manufacturers

Context: An IVD asks a question of a 
specimen to get an answer.

Labs/Providers

Structured 
Transfer

Data 
Association

Patient Test Data

IVD (Code Standard)
Standardized Data

Data Recipients

e.g., Research, 
Regulatory Decisions,

Outbreak Signals,
Clinical Decision 

Support,
Meaningful Use, 

etc.

Data Utility 

https://loinc.org/guides/micro/ http://ivdconnectivity.org/livd/
https://www.fda.gov/downloads/MedicalDevices/DeviceRe
gulationandGuidance/GuidanceDocuments/UCM610636.p
df

https://loinc.org/guides/micro/
http://ivdconnectivity.org/livd/
https://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM610636.pdf


Funded: Unambiguous Code Mapping Manuals
Same IVD 
Type

Code 
Mapping 
Manuals

43874-
7

43895-2

Influenza virus A 
Antigen in 
Nasopharynx

Influenza virus B 
Antigen in 
Nasopharynx

Mapping Tool

Same IVD 
Type

Unambiguous 
Descriptive Codes



Digital Format for IVD Vendors to Provide LOINC
IVD Industry 
Connectivity 
Consortium

LA
W

LI
V

D LOINC

UDI
SNOMED-
CT

Digital Format for Publication of LOINC to Vendor IVD Test Results (LIVD) 

Laboratory Analytical Workflow (LAW)

Laboratory 
Information System

(LIS)

LOINC (Logical Observations Identifiers Names and Codes) 

Coding Standard Nodes

SNOMED-CT (Systematized NOmenclature of MEDicine – Clinical Terms)

UDI (Unique Device Identification System) 

Question 

Answer 

Who’s Asking

Role

https://ivdconnectivity.org/

https://ivdconnectivity.org/


Solor Version Control and Configuration Management

221

Object Chronology – Provides version control

• Representation of revisions over time

• Indexes revisions by various components

Configuration Management – Provides the means to modularize 
content

• Modules can be turned on and off depending on use cases

• Content can be developed independently from unrelated modules

Solor enables simplified development and quality assurance processes

http://solor.io/

http://solor.io/


Clinical Information 
Modeling Initiative 

(CIMI)

Clinical Models

Laboratory 
Example

https://confluence.hl7.org/display/CIMI

https://confluence.hl7.org/display/CIMI


Pre-Process & 
Automation

Laboratory

Standardized

IVD
Industry

LIS/ 
LIMS

Test 
Catalog

AutoVendor 2 Analyzer 2Standard

StandardVendor 1 AutoAnalyzer 1

AutoVendor 3 Analyzer 3Standard

Auto… …Standard

Providers

Funded Implementation Pilots: 
6 Healthcare Institutions, 3 Public Labs

Orders

Results



Demonstrating Capacity for Data Flow

CDCPublic Health 
Department

Registries

Clinical 
Lab

Provider Reference Lab Public Health 
Lab



Harmonizing Application of Lab Data Standards



Significant Laboratory Cost Savings

Reduction in Adverse Events

https://www.acla.com/acla-shares-edos-cost-saving-estimate-with-office-of-the-national-coordinator-for-health-it/

“false negative troponin… 120 patients were negatively impacted …  results were sent to the LIS as 
ng/mL, but… the LIS was configured to report… units of ng/L… results… were reported out of the LIS 
labeled as ng/L; thus resulting in erroneously low patient results.”

Device: Immunoassay System Analyzer
Problem: Low tropoinin test results
Adverse Events: 1 death; 120 patients mistreated

Saving Money and Lives

https://www.acla.com/acla-shares-edos-cost-saving-estimate-with-office-of-the-national-coordinator-for-health-it/
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CYBER 

BERMUDA TRIANGLE
* PRIVACY ** TRUST ** SECURITY *

Dr. Michaela Iorga

Senior Security Technical Lead

NIST



ONCE UPON OF TIME, THE KEYS TO THE 
CLOUD KINGDOM WERE THE 3Ts

◦Transparency

◦Traceability

◦Trust
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CONSUMER'S LEVEL OF CONTROL IN A 

CLOUD ECOSYSTEM



R
M

F
4
C

E

RMF
consumer

RMF
provider

Stack - image source: Cloud Security Alliance 

specification, 2009

THE CLOUD-BASED SYSTEM’S BOUNDARIES 

Authorization Boundaries
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Zero-Trust Architecture focuses on protecting resources, 

not network segments, as the network location is no longer 

seen as the prime component to the security posture of  the 

resource.
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ZERO-TRUST & MICRO-BOUNDARY



ZERO-TRUST

RESILIENCE
PRIVACY

AUTOMATED 
DISTRIBUTES 

THREATS

RISK 
MANAGEMENT

DATA-CENTRIC VULNERABILITIES

SECURITY



Privacy 

Trust

Security

“I’ve never liked the idea of  

security versus privacy because 

nobody feels more secure than in 

a privacy state”.  

-Bruce Schneier

NIST SP 800-53 Rev 5

NIST PRIVACY 

FRAMEWORK 
NIST 

CYBERSECURITY     

FRAMEWORK 

 NIST RMF

 NIST SP 800-53 R5

 OSCAL / AUTOMATION

 ZERO TRUST ARCHITECTURE

SP 800-207     



NIST PRIVACY FRAMEWORK: A TOOL FOR IMPROVING 

PRIVACY THROUGH ENTERPRISE RISK MANAGEMENTP

NIST Privacy Framework provides a process for an enterprise to

identify, measure, and mitigate risks to user privacy and private 

information stored and processed by an organization.



0T NIST SP 800-207: ZERO TRUST ARCHITECTURE

1. Identify Actors on the Enterprise

2. Identify Assets Owned by the Enterprise

3. Identify Key Processes and Evaluate Risks 

Associated with Executing Process

4. Formulating Policies for the ZTA Candidate

5. Identifying Candidate Solutions

6. Initial Deployment and Monitoring

7. Expanding the Zero Trust Architecture 

APPROACH:

PE: Policy Engine [TRUST ALGORITHM]

PA: Policy Administrator

PEP: Policy Enforcement Point

CORE ZERO TRUST LOGICAL COMPONENTS

FOUR (4) VARIATIONS: 

1. Device Agent/Gateway Model

2. Enclave Gateway Model

3. Resource Portal Model

4. Application Sandboxes

Identifies Seven (7)threats associated with Zero Trust Architecture
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S



The ABC(D&E)

A

BC

0T

SP

0T

SP

0T

SP

D
E

Artificial Intelligence

Cloud Computing

Blockchain

Data Analytics

Ethics

0T – Zero Trust

P – Privacy

S – Security



FOR MORE INFORMATION : MICHAELA.IORGA@NIST.GOV.
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Surgical Innovation

Strongly influenced by industry

Needs of industry override scientific merit

Funding not readily available 



What is the Real Value of MAS in Relation to Robotics



Levels of Evidence. Oxford centre for 

Evidence. May 2001
Level 1a Systematic review (with homogeneity) of RCTs

1b Individual RCT (with narrow Confidence Interval)
1c All or none

Level 2a Systematic review (with homogeneity*) of cohort studies

2b Individual cohort study

2c “Outcomes” Research; Ecological studies

Level 3a Systematic review of case-control studies

3b Individual Case-Control Study

Level 4 Case-series 

Level 5 Expert opinion without explicit critical appraisal, or 
based on physiology, bench research or “first principles”



Ideal Studies

Prospective

Randomised

Blinded

Third party follow-up

Assessment of patient satisfaction

Appropriate outcome measures

Long term follow-up

Sufficient size



LIMITATIONS OF EVIDENCE BASED 

MEDICINE!



Don’t Always Believe the Dogma



Chance of Survival Following an Aircraft Crash at Sea

One in 65 Million!!!



Ethiopian Airline B767 - 1969



Hudson Air Crash – 100% Survival – No Lifejackets!!



LIMITATIONS OF RANDOMIZED 

CONTROLLED TRIALS



Parachute use to prevent death and major trauma related to gravitational challenge: systematic 

review of randomised controlled trials. 

BMJ 2003;327:1459-1461 Smith GCS, Pell JP, 



“If so, we feel assured that those who advocate evidence 

based medicine and criticise use of interventions that lack 

an evidence base will not hesitate to demonstrate their 

commitment by volunteering for a double blind, 

randomised, placebo controlled, crossover trial.”



Parachute use to prevent death and major trauma when 

jumping from aircraft: randomized controlled trial, BMJ 2018; 

363 k5094



So What About The Trials That Do Fulfill 

The Criteria



The Evidenced Based Brand

The “Quality Mark” has been misappropriated

The Drug and Medical Device Industry Sets the Agenda

Definition of Disease

Female Sexual Arousal Disorder

Male Baldness



Distortion of Evidence Base

Overpower Trials

Small differences Statistically Different

Inclusion criteria to select those most likely to respond to Rx

The use of surrogate endpoints

Selective publication of trials with positive results

Randomization against Placebo or “Own” drug



Pharmaceutical Studies

Phase I

Phase II

Phase III

Usually against Placebo

Seldom against Active Drug

If against Active Drug usually a Non-Inferiority Study

Phase IV

Marketing Study



Limitations of RCT in Surgical Trials

Poorly designed

Underpowered

Post Hoc Analysis                                                        

Powered for primary outcome

Inefficient for rare complications or those that take a long 

time to show

Statistical rather than clinical difference

Selection bias



Selection Bias

No Equipoise amongst clinicians

No Equipoise amongst patients



Limitations of Randomized Controlled Trials

• “Eligible but not randomized”

• Very important group of patients

• All “EBNR” patients should be followed up

• A positive outcome from a randomized controlled trial 

should be followed up during the implementation phase.

• Registries/Consecutive audit



Return to Real Medicine

Ethical care top priority

Expert judgement rather than rule following

Patients need better evidence

Publishers must raise the bar

Independent funders must shape the production and 

synthesis of medical evidence

Research must transcend conflicts of interest

Clinicians must align with this movement



Proposal introduction cycle



Summary

Steps Goals Time line

Premarketing, non clinical

1. Preclinical file Accurate description of product

Toxicity studies

0- 6 mo

2. Preclinical testing Inflammatory response 0- 12 mo

3. Cadaveric studies Anatomical documentation 6 – 12  mo

Premarketing, clinical

4. Clinical studies: phase II 

trial 

Efficacy study

Long term safety

12 – 24 mo

Postmarketing

5. Clinical studies:

temporary registry

“yellow card”

Surveillance study (n=1,000)

Self reporting on larger scale

30 - 42 mo

ongoing

6. Recommended: RCT Should prove whether product/procedure is advantageous/competitive As early as possible



CMR Following IDEAL Framework



CMR Surgical Registry

Prospective, clinical outcome data collection

All patients undergoing a procedure with Versius

Data collected at: pre-operative, surgery, discharge and up to 90 days post-operative time points

Patients provide informed consent for data collection

All data collected under unique identifiers (not directly patient identifiable)

Post market surveillance, patient safety, support product development and resource for surgical research

Registered on World Health Organisation recommended public international clinical trial database – the ISRCTN register

ISRTCN:49651854

Ref ClinicalTrials.gov



Outcomes

Primary outcome: 

Rate of unplanned conversion to another technique

Secondary outcomes:

Operative time

Complications (intra- and post-operative, up to 90 days post-operative) Post op according to Clavien Dindo classification

Estimated blood loss and transfusion rate

Length of stay

Return to OR within 30 days

Return to hospital within 30 days

90 day mortality

Also collects; demographics, relevant surgical history, surgical plan, comments on procedure



Conclusion



Thank You
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CARTA: Center for Accelerated Real 
Time Analytics 

• Next Generation Solutions for Real Time results

• Five Sites collaborate on joint research

• Domains: Cyberspace, Healthcare, Internet of Things (IoT), 
the Scientific arena, self learning “smart” systems 

UMBC 
(Lead)

• Accelerated 
systems

• Quantum 
Computing

• Cloud and 
Text 
Analytics

• Remote 
Sensing and 
Assimilation

NCSU

• Transformati
onal End-to-
End 
Enablement 
of 
Accelerated 
Data 

Rutgers New 
Brunswick

• Smart Cities

• IoT

• Computer 
Vision

Rutgers 
Newark

• Self 
Learning 
Smart 
Systems

TAU 
(International)

• Health 
Analytics

• Brain/Cognit
ive





Chios Application in the Medical Domain



Chios Application: An Example

• IoT/IoMT device registration

• IoT/IoMT real-time data
streaming

• Publish/subscribe of IoT data

• Real-time anomaly detection

• IoT asset management
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